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Presentation Overview

• Transparency—in its broadest sense, access to government and 

government information—is a basic expectation and requirement 

for municipalities.

• Citizens expect access and openness & laws require it.

• But with these increasing expectations and requirements, and the 

“virtuality” of everything your cities and towns do, municipalities 

face ever increasing risks. 



Presentation Overview

• In this presentation, we’ll talk about some hot topics / trouble spots 

related to transparency:

• Cyber Attack Risks

• First Amendments Audits

• Balancing Transparency & Confidentiality in Executive Sessions



Cyber Attack Risks - Trends

• Cyber attacks on local governments have risen significantly.

• According to one source, in the single year between 2018 and 2019, 

known incidents of ransomware or similar cyber attacks on local 

governments rose 58.5%.

• In line with the national trend, Colorado governments are not immune 

and are seeing more events.  See https://www.seculore.com/cyber-

attacks-colorado for a sampling of Colorado cyber events (with related 

news links).

https://www.seculore.com/cyber-attacks-colorado


Cyber Attack Risks - Trends



Cyber Attack Risks - Trends

• In addition to the general uptick in cyber attacks, municipalities particularly face 

increased risks.  Why?

• Municipalities collect and store a lot of personal information and other valuable data.

• Hackers view governments as vulnerable; systems more accessible; easier targets.

• Budgets for IT staff and resources can be tight.

• Risk awareness lower?

• Limited understanding of how cyber attacks occur and how to mitigate them?



Cyber Attack Risks - Trends

• Cyber attack events can have both internal and external impacts.

• Internal (first-party):

• Loss of system data & functionality

• Down-time

• Recovery expenses

• Other

• External (third-party):

• Notice requirements (e.g., House Bill 18-1128 requirements)

• Public relations expenses

• Third-party liability claims

• Other



Cyber Attack Risks – CIRSA’s Experience

• In line with the national trend, we are seeing at CIRSA increases in 

the number and costs of cyber attacks against members, including 

particularly attacks via “social engineering fraud” and ransomware.

• Almost all of our members’ losses in these areas have been since 

2017.

• In addition, we are seeing a “tightening” of the market for cyber 

reinsurance and excess insurance.



Cyber Attack Risks - Social Engineering Fraud

“’Social Engineering Fraud’ means an intentional 

misrepresentation of fact or a willful, deliberate or 

fraudulent act committed with the intention of 

misleading an “employee” and resulting in the 

“theft,” transfer, dispersal or payment of funds to 

unauthorized persons. 

It is also called Impersonation Fraud and defined as 

electronic, telegraphic, cable, teletype, telefacsimile, 

telephone or written instruction received and relied 

upon by you or your employee which was 

transmitted by a purported director, officer, 

partner… but was in fact fraudulently transmitted by 

someone else…



Social Engineering Fraud – What Does it Look Like?



Social Engineering Fraud – What Does it Look Like?





Cyber Attack Risks - Ransomware

Ransomware is a form of 

malware that encrypts a victim’s 

files. The attacker then demands a 

ransom from the victim to restore 

access to the data upon payment.

Users are shown instructions by 

the attacker for how to pay a fee 

to get the decryption key. 



Cyber Attack Risks - Ransomware

• Ransomware attacks are costly and time-consuming.

• From 2017-2020, the estimated reported ransom paid per event in 
municipalities was $125,697.

• The average downtime that results from a ransomware 
attack is 9.6 days.

• Where ransom is not paid, recovery costs are significant.



Tips for Managing Cyber Attack Risks

• Scrutinize e-mails closely, particularly the ones that seem a bit off; e.g.:

• Familiar name but unfamiliar address and/or unfamiliar attachments

• Odd grammar, odd timing, etc.

• Review in a reading pane before opening (no reflexive double-clicking)

• Don’t use open public wi-fi.

• Don’t use your cell phone for sensitive stuff.

• Restrict or prohibit use of portable storage devices.





More Tips for Managing Cyber Attack Risks

• Use strong passwords and change them regularly.

• Keep systems up to date:
• Don’t ignore software updates – install them!

• Use/maintain anti-virus and firewall protection. 

• Make regular backups.

• Report odd messages/events to IT – don’t just reboot and move on!

• Don’t install/download programs/apps on a whim.

• Appropriately resource any incident (e.g., specialized legal, etc.). 



First Amendment Audits

• Nationwide and in Colorado, there is a trend of citizens conducting “First 

Amendment Audits” by visiting public places to record, and often livestream, 

their interactions with public officials and staff.

• First Amendment Audits aren’t really about making new laws; rather, they are the 

latest trend by which citizens are “testing” officials’ and staff’s knowledge of 

long-standing laws—particularly the First, Fourth and Fifth Amendment. 

• Auditors’ recording of police in the streets has been going on for a while, and as 

you may have experienced, they recently have taken to visiting more places, 

including to your city or town hall….



First Amendment Audits

First Amendment auditors believe that 

such audits “[p]romote transparency 

and accountability in public officials.”

“We have no interest or intention in 

breaking any law. We stand strong for 

freedom and the constitution, and do 

so in a responsible and professional 

manner. It is our goal to create free 

and open discussion whenever 

possible in an effort to educate those 

willing to learn.” 







First Amendment Audits

• These visits can be unexpected stressors for officials and employees and 

understandably can make people uncomfortable—when’s the last time 

you were videotaped at your desk by someone you’ve never met?

• And they can raise legal issues that probably don’t come up in our day-to-

day operations:

• Can they really say “#(@*#^%%”?

• Can they really videotape our employees while they work?

• Can they really go anywhere in city/town hall?



First Amendment Audits

Can they really say “#(@*#^%%”?

• Well, yes.  The First Amendment protects the free speech rights of individuals and the press, and 

municipalities can be liable for retaliating against a person who’s engaging in protected speech, or for 

improper restrictions on speech.

• Offensive, profane or vulgar speech is protected, and cannot be restrained on that basis alone.

• Fighting words are not protected: Narrow, limited to: “[E]pithets (1) directed at the person of the 

hearer, (2) inherently likely to cause a violent reaction, and (3) playing no role in the expression of 

ideas.”

• Obscene speech is not protected.

• Good First Amendment Auditors generally know where the line is drawn!



First Amendment Audits

Can they really videotape our employees while they work?

• Well, yes.  The right of persons in public places to make video recordings is generally well-

established.

• Colorado is a single-party consent state.  Thus, consent of the subject being taped is not required.

• Under two Colorado statutes (C.R.S. 16-3-311 & 13-21-128), persons have the express right to record 

peace officers, and officers and their employers can be liable for unlawful destruction, damage, or 

seizure of a recording, or for retaliating against a person making a recording.

• “You can’t record here” isn’t an appropriate approach. 



First Amendment Audits

Can they really go anywhere in city/town hall? 

• The public areas of public buildings are public spaces open to the public (whew…that’s a lot of 

public).

• For these areas, there’s not a legal basis for “trespassing” against a person in open areas of a public 

building hours and there’s no requirement the visitor demonstrate they are there for “official 

business.”

• A First Amendment Audit is not the first time to tell the visitor a publicly accessible area is “off 

limits.”  Rather, non-public areas should be secured and marked in advance.

• And confidential information should be shielded from view/recording. 



First Amendment Audits

• First Amendment auditors can be less than 

compassionate; yet, they generally 

understand their rights, and recognize 

when their rights are being infringed.

• There are hero/villain themes to these 

videos and related comment threads.

• With preparation, training and the proper 

approach, your entity will be a hero!



First Amendment Audits

• At CIRSA our members have seen First Amendment audit activity in 

Council/Board chambers, on the sidewalk, at crime scenes, in parks, at festivals, 

fairs and other events, and now in city/town hall.

• We can’t be certain where it will go next, but we can be prepared whenever it 

occurs:

• Train front-line staff on options and techniques for dealing with auditors.

• De-escalate—even embrace.  Audit visits with kind and welcoming hosts often go well 

(and look good too!).  

• Clearly delineate your public / non-public areas.

• Take appropriate steps to guard confidential areas and information.



Balancing Transparency & Confidentiality in 
Executive Sessions

• While transparency is a basic expectation and requirement, there are times when 

confidentiality is not only entirely defensible under the law, but also in 

furtherance of the interests of your municipality and its citizens.

• But, the discretionary right to keep certain discussions in confidence must be 

used carefully.

• Apart from legal risks, toeing too close to the line on these issues can also take a 

toll in terms of political capital and trust.

• And frequent testing of where the line is located can place significant stress on 

the organization, its leaders and staff.



Balancing Transparency & Confidentiality –
Executive Sessions

• Recent Colorado Court of Appeals decision, Guy v. Whitsett, (2020 WL 3088844) is 

good reminder of difficultly and risks in striking the right balance.

• Executive sessions for “legal advice” and “personnel matters.”  The motions for those 
sessions referenced these topics and the statutory citations but no further detail of the 
subject matter to be discussed. 

• Town asserted that attorney-client privilege (ACP) and privacy interests in personnel 
matters prevented the Town from further identifying the topics to be discussed.

• Court of Appeals disagreed, holding ACP is not waived by disclosing the subject matter, 
and OML outweighed employee’s privacy interests (in this case, the Town Manager).



Balancing Transparency & Confidentiality –
Executive Sessions

• The takeaway for reducing risks in this area?  Court expects you will attend to 

both the letter of the law and its spirit of transparency.  Regarding the letter 

of the law, be sure:

• The executive session is for an authorized topic.

• To make a complete announcement and motion prior to the executive session.  This 
must include the topic, the specific statutory citation that authorizes the session and 
“identification of the particular matter to be discussed in as much detail as possible 
without compromising the purpose for which the executive session is authorized.”

• To stay on topic in the session; participants must self-regulate on this point.



Balancing Transparency & Confidentiality –
Executive Sessions

• Regarding the spirit of transparency:

• Use executive sessions sparingly, only as absolutely necessary.

• Take appropriate opportunities immediately before and after session to share 
publicly appropriate information about the context of the session; e.g.,

• Before the session, remind everyone publicly of the “ground rules.”   

• After the session, remind the audience that any matter requiring the body’s action will 
appear on a future agenda for public discussion prior to any decision.
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Colorado Intergovernmental Risk Sharing Agency

• CIRSA is a Colorado public entity self-insurance pool for property, liability, and workers’ 

compensation coverages.

• Formed by in 1982 pursuant to state pooling laws.  Not a for-profit insurance company, but 

rather an entity created by IGA of our members.  CIRSA is owned, controlled, and governed 

by Colorado municipal interests. 

• Total membership today stands at 281 member municipalities & affiliated entities:

• 278 are members of the Property/Casualty pool

• 141 are members of Workers’ Compensation pool

• We have the largest concentration of liability-related experience and knowledge directly 

applicable to Colorado municipalities.

• Visit our website:  www.cirsa.org. 

http://www.cirsa.org/


THANK YOU


